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CHECKING ALL THE BOXES

Say “Hello” to
our newest team
member, Adam
Rodriguez. As
our Warehouse
Coordinator,
Adam will be
keeping close
tabs on all the
materials coming
in and out of the
building. He is also responsible for
ensuring our technicians have all the
equipment and supplies they need to
best serve our customers.

There is an endless number of things a
business owner should do for their
business to be successful. They must
develop a product or service that can
attract customers, hire and train a team to
oversee day-to-day operations,
implement marketing strategies and so
much more. While all these tasks are
essential for your business to be
profitable, your business will never get
off the ground if you aren’t compliant
with standards that affect your industry.

With a previous background as both an
IT Service Technician and Office
Administrator, Adam adds a strong
foundational knowledge base to this
role. He has familiarity with the
various components and understands
how to manage internal processes. His
attention to detail, reliability and
accounting strengths should certainly
help improve the overall efficiency,
control, and flow of our product
inventory.

Compliance standards are guidelines or
rules that organizations must follow to
meet legal, regulatory or industry
requirements. These standards are
designed to ensure organizations
ethically conduct business - by
protecting the rights and interests of
their customers, employees and other
stakeholders. When an organization
does not maintain its compliance
standards, it will be met with fines,
legal action and other penalties.

For a little fun, Adam does his best to
avoid any obstacles while he is out Disc
Golfing or Skiing. We'll be counting
on him to clear the path and help us all
maneuver a little more smoothly
around here as well.

April 2023

Many compliance standards that
apply to most organizations involve
sensitive information protection. Here
are a few examples.
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Understanding Cyber Security
Compliance Standards

National Institute Of Standards And
Technology (NIST)

The NIST is a nonregulatory agency
of the United States Department of
Commerce that promotes innovation
and industrial competitiveness. As a
business leader, you must be aware of
the various cyber security standards
and guidelines set by the NIST. One
such standard is the NIST Cyber
Security Framework, a voluntary
framework that provides a way for
organizations to better manage and
reduce cyber security risks. It's built on
the following five core functions:

e Identify
It's vital to understand the
organization’s cyber security risks,
assets and the people responsible
for them.

e Protect
Implementing the necessary
safeguards to protect the
organization’s assets from
cyberthreats can shield companies
from increasing risks.

Continued on pg.2
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Continued from pg.1
Detect
It’s important to detect when a security incident occurs.
This function includes activities like monitoring network
traffic and reviewing logs.

Respond

By responding to security incidents as they occur and
containing the incidents, people can eradicate the threat
and recover from it.

Recover

regulations under HIPAA that covered entities and their
business associates must follow. The Security Rule sets
standards for protecting the confidentiality, integrity and
availability of electronic PHI and requires covered entities
and business associates to implement certain
administrative, physical and technical safeguards. On the
other hand, the Privacy Rule sets standards for the use and
disclosure of PHI and gives individuals certain rights
concerning their PHI - such as the right to access their PHI
and the right to request their PHI be amended. Failure to

comply with HIPAA can lead to significant financial
penalties, reputational damage and, in some cases, the loss
of a license to practice medicine.

After a security incident does occur, organizations must
know how to restore normal operations as well as their
systems and data. This process often helps people
understand the importance of implementing safeguards
to ensure similar incidents do not occur in the future.

Cybersecurity Maturity Model Certification (CMMC)
The CMMC is a relatively new set of compliance standards
developed by the Department of Defense to protect
Controlled Unclassified Information. The CMMC is
mandatory for all DoD contractors and subcontractors that
handle CUI. This is a tiered certification system with five
levels of maturity. Each level has a specific set of practices
and processes that organizations must implement to
achieve certification. As a business leader, you should be
aware of the CMMC and the specific level your
organization will need to achieve to comply with the DoD
contract requirement. CMMC certification is audited and
managed by a third party. Keep in mind that getting this
certification will take ample time and effort. You'll need to
implement robust security protocols and practices that
may not have been in place before.

Health Insurance Portability And Accountability

Act (HIPAA)

The compliance standards set by HIPAA are some of the
most well-known as they pertain to protecting personal
health information (PHI) in the United States. HIPAA
requires covered entities, such as health care providers and
health plans, to ensure the privacy and security of PHI. The
Security Rule and the Privacy Rule are the two main sets of

“Your business will
never get off the ground
if you aren’t compliant
with standards that
affect your industry.”

These are just a few compliance standards that may be
required in your industry. Complying with these
standards will help protect your business, customers
and employees.
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FOR YOUTH DEVELOPMENT
FOR HEALTHY LIVING
FOR SOCIAL RESPONSIBILITY

Respect, Responsibility, Caring, and Honesty... for over 100 years the Y has worked to make a positive difference in the local
regions they serve. Now comprised of several locations, The Greater Valley YMCA is committed to strengthening the commu-
nity and improving lives every day. They focus their energy on supporting efforts in three main areas: Healthy Living, Youth
Development, and Social Responsibility.

In order to pump up operations and tighten up those loose spots, The Greater Valley YMCA first needed to stabilize its core.
Data network weaknesses and older equipment were preventing any positive gains. ET&T was consulted to recommend a
routine for building optimum system health. It started with providing a network firewall, and structured cabling to develop a
stronger base. Then we helped employees stretch out by providing some more flexible workstations. We are also very thank-
ful to be selected as their new IT services provider, putting us in ideal position to spot them as needed with any challenging IT
lifts.
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Shiny New Gadget

Of The Month:
@ -

Anker NEBULA
Capsule II Smart
Portable Projector

There’s nothing quite like
watching your favorite movie
under the stars. Now, doing
so has become easier with the
Anker NEBULA Capsule II
Smart Portable Projector. This
projector is great for indoor
and outdoor use since it has a
great picture and built-in
speakers. It runs on Android
TV 9.0, which allows you to
access a wide range of
streaming services - Hulu,
YouTube and more - without
needing an external device.
This projector is as portable as
it gets since the NEBULA
Capsule Il is only the size of a
soda can. It is the perfect
device for any situation,
whether you're going
camping, hosting an outdoor
party or simply want a

large screen for video games
or movies.

Recessions are bad for most people, and I won’t
make light of how horrible these times can be for
the vast majority of companies and their employees.
It's true that for most companies, recessions mean
increased stress at work, stalled career progression
or even layoffs, uncertainty, raised board and
shareholder pressure, increased financial strain and
extreme anxiety. It's no fun to wake up to that every
day! But for great companies, people can turn
things around and make recessions awesome.

So, what are great companies? They’re the ones that
make great products or deliver exceptional services
to customers. They provide a wonderful work
culture that attracts and retains talented people.
And because they take good care of their customers
and employees, great companies don’t have a
dangerous debt burden. They are profitable, can
pay their bills to suppliers and deliver an

attractive return to investors in dividends and
equity appreciation.

Recessions are awesome for certain companies for
the following reasons.

Losing The Cobwebs Of Complacency

“Success breeds complacency.” Andy Grove, the
legendary CEO of Intel, wrote that. And while I'm
not here to suggest everybody embrace full-on
“paranoia” in the workplace, I am suggesting that
successful companies must keep hustling to stay
on top. A recession provides an opportunity for a
wake-up call to companies that may otherwise
start coasting. Now is the time for them to get
back on track.

Taking Customers And Colleagues From
Undeserving Companies

I'm not sure why customers buy products or services
from lesser companies. And I'm not sure why
talented people work at lesser companies. Maybe it’s
due to convenience, connections or just habit. In any
case, as lesser companies stumble during a recession
(e.g., shutting locations, letting service and quality
drop, highlighting dysfunction in the culture, etc.),
it’s the perfect time for great companies to pick up
more of these customers and talented people.

Increasing The Rate Of Learning For

Your Leaders

I don’t know about you, but time seems to move
more quickly for me during harder times than when
things seem easy. This can enhance the learning
curve of your up-and-coming leaders. Just
remember not to make too many decisions for them
that will stunt their growth. Allow your leaders to
come to you with problems and solutions so you can
aptly coach and support them. Let them test and
learn various approaches to leading through
uncertain times.

If you buy from a lesser company or work at one,
the next recession is likely to be a bummer for a
couple of years. But if you work at a great
company, fear not. This will be an awesome
opportunity to shake loose some cobwebs of
complacency, take customers and colleagues
away from lesser companies and increase the rate
of learning of your leaders.

Dr. Geoff Smart is the chairman and founder of ghSMART, a leadership consulting firm
that exists to help leaders amplify their positive impact on the world. Dr. Smart and his
firm have published multiple New York Times bestsellers. He stays active in his

community and has advised many government officials.

Tired of Spending Money on Never-Ending IT Hassles?

This FREE guide outlines what every business owner
must know about IT Support services and fees.

DOWNLOAD Now at www.et-t.com/itbuyersguide

Making the Right
Conmgctions
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Mike Bubernack
CEO, ETAT Inc.
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M Let Your Employees Foster A Supportive Work from productivity is the act of
Know You Care With These Environment micromanaging or

3 Tactics Nobody wants to workata  overcoaching. Micromanaging

business where they don’t feel
If an employee is unhappy accepted, supported or
working for your company or appreciated. Go out of your
doesn’t feel appreciated by way to create an inclusive
their leadership team, they environment and give your
will search for a new job. This team a sense of belonging.
has left many leaders
questioning what they can do Recognition
to show their employees they Your employees want to hear
actually care about them and  about it when they do well.

their well-being. Here area ~ Don’t be afraid to recognize or

few different ways to show reward them when they're

your team you care. doing a great job. Simply
thanking your employees for

Growth Opportunities their hard work can go a long

Most employees want to way toward improving

work somewhere with the overall morale.

potential for advancement.

It's important to connect M Are You Micromanaging

with your employees through Your Team?
one-on-one meetings so you  There are many different

can determine how they management styles, but one
want to grow professionally  that always seems to upset
and personally. employees and take away

“Well if you people can’t fix my computer virus,
maybe you can tell me what the heck the
Center For Disease Control is doing with my
tax dollars!”

occurs when a leader provides
instructions that are too
specific while watching over
the team as they perform their
tasks, looking for any lapse in
perfection they can then bring
up to the employee. It's a
frustrating practice that can
send well-qualified
employees running out

your doors.

So, how do you know if
you're micromanaging your
team? Pay attention to how
you're directing them. You
won't get a preferred
response if you tell your
billing manager how to do
their job. You hired these
employees to perform specific
roles, and they have the
experience to do it well. So, let
them work until there’s a
need to redirect or re-analyze
the situation. Ask for
feedback when you conduct
one-on-one meetings with
your team. Listen and make
the necessary adjustments if
they say you're
micromanaging. This will
help boost productivity in
your business while you still
get the most from your team.
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