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What’s New

Join Us:
Cyber Crime
Awareness Briefing

Approximately
1 MILLION CYBERATTACKS

. are attempted per day

March 25th
9:00 AM -10:00 AM

RSVP:
ET-T.com/free-executive-briefing/

OR
Call: 610-433-1000

March 2020

Pictured here, Fusun and Michael
Bubernack, (President/ CEO, ET&T
Inc.,) met Dirty Jobs star, Mike Rowe

and learned his secrets of success.

5 Signs You're About To Get
Hacked — And What You Can
Do To Prevent It

Hackers love to go after small businesses.
There are many businesses to choose
from, and many don’t invest in good IT
security. Plus, many business owners and
their employees have bad cyber security
habits. They do things that increase their
risk of a malware attack or a cyber-attack.
Here are five bad habits that can lead to a
hack and what you can do to reduce your
risk.

1. Giving out your e-mail Just about
every website wants your e-mail address.
If you share it with a vendor or e-
commerce site, it’s usually not a big deal
(though it varies by site - some are more
than happy to sell your e-mail to
advertisers). The point is that when you
share your e-mail, you have no idea
where it will end up - including in the
hands of hackers and scammers. The more

often you share your e-mail, the more
you're at risk and liable to start getting

suspicious e-mails in your inbox.

If you don’t recognize the sender, then
don’t click it. Even if you do recognize the
sender but aren’t expecting anything from
them and do click it, then DO NOT click
links or attachments. There’s always a
chance it's malware. If you still aren’t
sure, confirm with the sender over the
phone or in person before clicking
anything.

2. Not deleting cookies Cookies are
digital trackers. They are used to save
website settings and to track your
behavior. For example, if you click a
product, cookies are logged in your
browser and shared with ad networks.
This allows for targeted advertising.

Continued on pg.2
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Continued from pg.1
There’s no good way to tell who is tracking online. But you can ~ You should immediately leave any website that isn’t secure.

use more secure web browsers, like Firefox and Safari. These

i ) . 4. Saving passwords in your web browser Browsers can save
browsers make it easy to control who is tracking you. . . .
passwords at the click of a button. Makes things easy, right?

In Firefox, for example, click the three lines in the upper right Unfortunately, this method of saving passwords is not the
corner, go into the Options menu and set your Privacy & most secure. If a hacker gets your saved passwords, they have
Security preferences. Plus, every web browser has the option to ~ everything they could ever want. Most web browsers require a
delete cookies - which you should do constantly. In Chrome, password or PIN to see saved passwords, but a skilled hacker

simply click History, then choose “Clear Browsing Data.” Done. ~can force their way past this if given the chance.

You can also use ad-blocking extensions, like uBlock Origin, for . .
i . & & Protect yourself with a dedicated password manager! These

a safe web-browsing experience. . . .
apps keep passwords in one place and come with serious

3. Not checking for HTTPS Most of us know HTTP - security. Password managers can also suggest new
Hypertext Transfer Protocol. It's a part of every web address. passwords when it's time to update old passwords (and they
However, most websites now use HTTPS, with the S meaning remind you to change your passwords!). LastPass, 1Password
“secure.” Most browsers now automatically open HTTPS and Keeper Security Password Manager are good options.
websites, giving you a more secure connection, but not all sites ~ Find one that suits your needs and the needs of your

use it. business.

If you visit an unsecured HTTP website, any data you share 5. You believe it will never happen to you This is the worst
with that site, including date of birth or financial information, is ~mentality to have when it comes to cyber security. It means
not secure. You don’t know if your private data will end up in you aren’t prepared for what can happen. Business owners
the hands of a third party, whether that be an advertiser (most ~ Who think hackers won’t target them are MORE likely to get
common) or a hacker. Always look in the address bar of every ~ hit with a data breach or malware attack. If they think they
site you visit. Look for the padlock icon. If the padlock is closed ~ are in the clear, they are less likely to invest in good security
or green, you're secure. If it's open or red, you're not secure. and education for their employees.

The best thing you can do is accept that you are at risk. All

" <
GOOd IT Securlty can be small businesses are at risk. But you can lower your risk by
. investing in good network security, backing up all your data
the beSt lnveStment you can to a secure cloud network, using strong passwords, educating
m ake f or the future Of your your team about cyberthreats and working with a dedicated

IT company. Good IT security can be the best investment you

° 144
buSIHeSS. make for the future of your business.

Client Spotlight: AutoPROVED @

AutoPROVED

AutoPROVED is a pre-owned car dealership dedicated to Froviding quality vehicles to meet your needs. Their lot inventory
includes a selection of popular models from sports cars to family sized SUVS. They also have access to an additional 50,000+
vehicles.

ET&T offered our unique technology bundle to AutoPROVED. We provided cabling, a hybrid telecommunication platform,
and wireless access points. Owner, Ali, was so impressed that he reached out to us regarding potential security camera
upgrades.

Would you like your company highlighted in our “Client Spotlight”? Call us: 610-433-1000.

Get More Free Tips, Tools and Services At Our Website: www.ET-T.com
(610) 433-1000
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Shiny New Gadget
Of The Month:

ThePhotoStick
Mobile

Never worry about running out of
memory on your smartphone again! It
happens to all of us - you're trying to
take a picture or record a video and
you get a message saying your
phone’s storage is full. You don’t
want to buy another new smartphone,
so what can you do besides delete old
photos?

This is where ThePhotoStick Mobile
comes in. It's a memory stick
compatible with most Android and
iPhone devices and will boost your
phone’s memory without your having
to buy a new phone. ThePhotoStick
Mobile is an insurance policy against
lost photos and videos.

ThePhotoStick Mobile gives you more
control. While most smartphones
work without a hitch for years, you
never know if something might
happen or if you'll run out of
memory. ThePhotoStick Mobile plugs
into your device and allows you to
copy photos over. You can keep them
on ThePhotoStick or transfer them to
another device. Learn more at
GetPhotoStickMobile.io!

Who Is Responsible For Your Corporate Culture?

“Corporate culture” is the fundamental
character or spirit of an organization that
influences the loyalty and general behavior of
its employees. When you learn how to combine
the right corporate culture with the right core
values, your organization will thrive regardless
of the challenges it faces.

One problem I see in most companies today is
they create a mission statement only because it’s
fashionable to do so ... but they stop there.
Some may even go so far as to create a list of
core values to help guide their leadership and
employees ... but they fail to follow them. I see
lots of mission, vision and value statements on
corporate websites, but the majority of
employees in any company cannot recite any of
them.

Several months ago, one of my clients wanted
me to work with their senior management team
to identify ways they could create better
employee engagement. An anonymous survey
was conducted, and it turned up some alarming
comments. Over 50% of their employees stated
that the company:

e  Isn’tresults-oriented

®  Doesn’t celebrate accomplishments

e  Doesn’t have training for growth

e Doesn’tallow them to generate ideas

e Isn'tempowering them

e  Hasleaders who play favorites

o  Hasleaders whose actions do not match
their words

e Doesn’tinvolve them in the decisions that
affect their jobs

e Doesn’t keep them informed about
changes or important issues

This company has five excellent “Guiding
Principles” (core values) that address all these
issues, but they weren’t being followed. What
most companies don’t understand is that their
“corporate culture” is in the hands of local
middle management. In other words, your
corporate culture is your LOCAL BOSS. They
are responsible for making sure your guiding
principles, core values, and mission and vision
statements are being followed.

Last week I did a program for Herr Foods. Herr
Foods understands the importance of living
their core values. They have been in business
for over 70 years and have over 1,500
employees. Their formula for success is based
on the acronym L.O.V.E., which stands for:

L-Live

O-Our

V- Values

E-Every day

A recent Gallup poll found that only 34% of
workers are committed to their company and
are enthusiastic about their work. That means
66% are NOT engaged; they are just going
through the motions, collecting a paycheck. As
you look to the future, recognize that the
principles that are instrumental to your success
must be communicated throughout your
organization on a constant basis. They should
not only be part of your new employee training;
they should also be part of every meeting,
deeply rooted into every decision you make.

When your corporate culture is right,
employees working for you no longer have jobs;
in their minds, THEY HAVE CAREERS.

Robert Stevenson is one of the most widely recognized professional speakers in the world. Author
of the books How To Soar Like An Eagle In A World Full Of Turkeys and 52 Essential
Habits For Success, he’s shared the podium with esteemed figures from across the country,
including former President George H.W. Bush, former Secretary of State Colin Powell, Anthony
Robbins, Tom Peters and Steven Covey. Today, he travels the world, sharing powerful ideas for
achieving excellence, both personally and professionally.

**FREE Inbound Business Calls Disaster Plan**

Is Your Ability to Receive Phone Calls Backed Up? If Not, Your Business Is Vulnerable To
Disaster.

If your office telephone system fails, the power is out, your telephone/utilil:l)(f company has a
problem, or there are Internet or network issues, all inbound calls stop working. This brings
immediate grief and potential of lost revenue opportunities and/or critical communication.

How can you stay connected and protect your business? By having an Inbound Business Calls
Disaster Plan.

Claim your FREE Inbound Business Call Disaster Plan today at
http;//www.et-t.com/incoming-business-calls

Get More Free Tips, Tools and Services At Our Website: www.ET-T.com

(610) 433-1000
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® Don’t Make This
Critical Mistake In Your
Business

Upward of 41% of
companies don’t train their
HR staff on data security.
This is from a recent
survey from GetApp. On
top of this, 55% of HR staff
don’t see internal data
security as an issue.

HR departments often
handle sensitive data and
should take IT security
very seriously. If a hacker
were to get ahold of
employee data, it could be
potentially devastating to
affected employees and to
the company as a whole -

and it could set up the
company for a major
lawsuit on the part of the
employees.

The liability by itself isn't
worth it and neither is
taking on the risk by not
investing in data security.
Data protection needs to
be in place - along with
employee training.
Everyone, including HR,
should be on the

same page, and every
company should adopt
strong data security and
policy to go along with it.

Small Business Trends, Nov.

30, 2019
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"You know, you think after a while you'd get tired
of profits. But I just never do.”

—
e

M Follow This One Rule
When Sending E-mails
We all use e-mail, and we
all spend too much time
reading and responding to
these messages (one
estimate cited by Inc.
suggests the average office
worker spends 2 1/2 hours
per day reading and
responding to e-mails).
Wasn’t e-mail supposed to
save time? It can if you
follow one important rule.
It’s all about streamlining

your process. That rule?
The CC rule.

It works like this: If you
expect a reply from a
recipient, you put their
name in the “to” field. If
you want to add more
people to read your
message but don’t need a
reply from them, put them
in the “CC” field.

However, for the rule to
work, everyone in the e-
mail has to know how it
works. If the e-mail is
addressed “to” you,
respond. If not and you're
just CC’'d, do not respond.
Simple. Inc., Dec. 10, 2019
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